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Module 1: Introduction — Ensuring Safety & Accountability with AI 

1.1 AI as a Support Tool — The PE Remains Accountable 

Artificial Intelligence is revolutionizing how we monitor and maintain infrastructure, but engineers must 

approach AI with caution and clear ethical boundaries. Professional engineering licensure and codes of 

ethics (e.g., ASCE, NSPE) mandate that public safety is paramount. Therefore: 

• AI augments, but does not replace, engineering judgment. Even advanced algorithms cannot be 

held accountable for decisions — only humans can. This course will repeatedly emphasize that the 

licensed PE directing an AI-based monitoring program retains full responsibility for outcomes. 

• Decision-support, not autopilot: AI should be viewed as an advisory system providing data-driven 

insights (like flags for anomalies or predictions of deterioration), which the engineer uses alongside 

traditional analysis and inspection. Final decisions — like declaring a bridge safe or planning a 

repair — must be made by a PE, who considers AI's input with other evidence. 

• Public safety focus: The primary goal of introducing AI into SHM is to enhance public safety by 

identifying potential problems earlier and more reliably. But if misused or misunderstood, AI could 

also pose risks (false sense of security, or false alarms distracting resources). Hence, engineers must 

implement these tools within a robust professional framework. 

1.2 Best-Practice Guidelines (NCEES & Standards) 

Professional development courses for PEs often reference broad guidelines like NCEES Model Rules and 

ISO 9001 quality management principles. This course adopts the following best practices: 

• NCEES Continuing Education Standards: While not state-specific, the content is directly relevant 

to professional practice and the health/safety of the public — a key criterion for PDH credit. The 

course encourages PEs to apply new knowledge responsibly in their work, fulfilling the spirit of 

continuing education (enhancing competence and safety). 

• Risk-Based Thinking (ISO 9001): ISO 9001:2015 introduced risk-based thinking as a core concept. 

This approach is reflected throughout by continually analyzing risk (likelihood vs. impact of 

failures) in deciding how to use AI outputs. The course content integrates preventive thinking (e.g., 

proactivity in maintenance) aligned with continuous improvement cycles (Plan-Do-Check-Act). 

• Documentation & Quality Assurance: Echoing ISO 9001's emphasis on documentation, this course 

stresses maintaining thorough records and validation of AI processes as part of a quality 

management approach. This ensures reproducibility, transparency, and easier audit or review if 

needed. 
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1.3 Multidisciplinary Relevance 

Though focusing on civil infrastructure, the principles and techniques discussed have broad relevance: 

• Civil/Structural Engineering: Obvious application in structures (bridges, buildings, pavements, 

dams, pipelines). 

• Mechanical Engineering: Similar sensor-based monitoring is used for mechanical systems and 

rotating equipment (vibration analysis for turbines or motors). Anomaly detection in a bridge's 

response is conceptually akin to condition monitoring of a machine bearing. 

• Electrical Engineering: Electrical engineers contribute by designing reliable sensor networks, 

ensuring robust data acquisition systems, and managing power/data issues in monitoring systems. 

The concept of predictive maintenance extends to electrical assets (e.g., monitoring transformers 

or switchgear with thermal sensors and using AI to predict faults). 

• Environmental Engineering: Monitoring of water and wastewater infrastructure (pipelines, 

treatment plants, dams) using sensors (pressure, acoustic, etc.) to detect leaks or structural 

weakness. The data analytics and risk management principles apply similarly to environmental 

systems ensuring public health protection. 

1.4 Course Roadmap 

• Module 2 covers data quality and uncertainty, because reliable data is the bedrock of any AI 

solution. 

• Module 3 tackles feature extraction and anomaly detection techniques, from simple thresholds to 

machine learning models. 

• Module 4 deals with model validation and performance metrics, critical for trusting any AI 

recommendations. 

• Module 5 introduces risk ranking and prioritization, blending AI outputs with consequence analysis 

(risk matrices, FMEA). 

• Module 6 discusses integration of AI into maintenance workflows, making sure that insights lead 

to action and improved outcomes. 

• Module 7 emphasizes documentation, standards, and professional accountability to wrap up the 

course with a focus on ethical and responsible practice. 
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Module 2: Data Quality & Uncertainty in Sensor Data 

Data quality is fundamental. "Garbage in, garbage out" applies: no AI algorithm can compensate for flawed 

or misleading data. This module discusses types of sensors used for SHM, how to ensure their data is 

trustworthy, and how to quantify uncertainty. Careful attention to sensor calibration, placement, and 

maintenance is non-negotiable for a reliable AI-enabled monitoring system. 

2.1 Types of Sensors & Data in SHM 

Key sensor types commonly deployed in SHM across asset categories include: 

• Strain Gauges: Measure deformation on structural elements (e.g., on a bridge girder, building 

column, pipeline wall). Strain data (microstrain) reveals stress levels and variations under loads. 

• Accelerometers: Measure vibrations or dynamic response (commonly used on bridges, high-rise 

buildings, rotating machinery). Vibrational data (acceleration time histories) reflect structural 

stiffness and damping characteristics. 

• Acoustic Emission Sensors: Capture high-frequency stress wave emissions from cracks forming or 

leaks (used on bridges to "listen" for crack growth, or on pipelines for leak detection). 

• Displacement/Inclination Sensors: LVDTs or tiltmeters that track movement, deflection, or 

settlement (e.g., bridge expansion joint gaps, building drift, dam settlement). 

• Environmental Sensors: Temperature, humidity, wind, etc., which help correlate structural 

behavior with environmental changes. 

• Cameras/Imaging Devices: Visual data from drones or stationary cameras for crack detection, 

corrosion monitoring, or deflection measurement (e.g., digital image correlation techniques to 

measure bridge deflection under load). 

Asset-Specific Examples 

• Bridge Example: A long-span highway bridge may have accelerometers on the deck to record 

vibrations from traffic, strain gauges on key beams, and tilt sensors on piers to monitor foundation 

movement. Environmental sensors (temperature, wind) provide context since wind gusts or 

temperature can impact readings. 

• Building Example: A tall building could use accelerometers and tilt sensors for sway under wind, 

strain gauges on critical beams, and potentially acoustic sensors for any unusual structural sounds 

(rare, but some research uses acoustic sensors post-earthquake). 

• Pavement Example: For roadway pavements, visual and acoustic data are primary. Specialized road 

survey vehicles gather continuous imagery and laser profiles of road surfaces to detect cracking, 

rutting, and potholes. Strain or pressure cells might be embedded in test pavement sections to record 

traffic load effects. 

• Water/Wastewater Example: A water utility might place pressure sensors and hydrophones 

(acoustic) along a pipeline network to detect leak signatures (a sudden pressure drop or specific 

acoustic frequencies). In large water tanks or treatment plants, strain or vibration sensors can 

monitor structural aspects, and water quality sensors check for pipeline corrosion indicators. 
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2.2 Ensuring Data Quality 

Several factors impact data quality: 

• Calibration and Drift: All sensors must be calibrated to known standards. Over time, calibration 

drift can occur. For example, a strain gauge's zero might shift due to creep or temperature; regular 

calibration checks ensure the readings correspond to true strain. Many modern SHM programs 

incorporate periodic calibration routines or at least baseline referencing. Practical tip: Document 

calibration dates and any adjustments — if an AI model suddenly sees a big "change" that was 

really due to a recalibration, that context is essential for correct interpretation. 

• Signal Noise: Structural data can be quite noisy. Vibrations from non-structural sources (vehicles 

hitting a pothole near a bridge sensor, or ambient building vibrations from HVAC systems) create 

noise. Filtering is often necessary. For instance, if monitoring bridge vibrations for structural 

frequencies (0–10 Hz), applying a low-pass filter to remove high-frequency engine noise (say 50+ 

Hz) yields cleaner data. Electrical noise in sensor wiring can be reduced via hardware shielding 

and software smoothing. 

• Sampling Frequency & Data Volume: Appropriate sampling ensures the phenomena of interest are 

captured. Too slow — miss events; too fast — huge data, possibly redundant. For example, a 

vibration sensor on a bridge under traffic might sample at 100 Hz to capture dynamic modes. A 

water pressure sensor might sample slower (1 Hz or triggered on transients). Data storage and 

telemetry must handle the chosen rates reliably. 

• Environmental & Operational Variability: A significant challenge is distinguishing between 

changes due to damage and changes due to normal environmental effects. Temperature is a prime 

factor: it can cause concrete to expand/contract, altering strain readings daily. Humidity or moisture 

can affect sensor readings and structural properties (wet soil can cause more foundation settlement). 

Operational loads — e.g., a heavy truck crossing a bridge or a pump cycling in a pipeline — cause 

spikes. Engineers often incorporate normalization or baseline updating: e.g., adjusting strain 

readings to a reference temperature, or using measured temperature as an input so the model knows 

the context. 

• Data Completeness & Integrity: Dropped data or gaps due to sensor downtime, communication 

issues, or outlier readings must be handled. If a sensor fails temporarily, the system should not 

produce spurious alerts. Best practice is to flag any missing data in logs for later review and ensure 

the AI model can deal with intermittent gaps (some anomaly detection techniques can skip missing 

points or use imputation carefully). 
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2.3 Quantifying Uncertainty 

• Measurement Uncertainty: Each sensor type comes with a specification of accuracy (e.g., ±0.5% 

full scale). Engineers should know these and incorporate margins. Setting anomaly thresholds often 

accounts for typical variation plus uncertainty (for example, threshold = baseline mean + 3 × 

standard deviation — akin to control charts in quality control). 

• Model Uncertainty: Any data-driven model's predictions have uncertainty (like a 95% confidence 

interval on a predicted bridge frequency). PEs should interpret AI outputs with those uncertainties 

in mind. 

• Redundancy and Validation: Use redundancy to manage uncertainty. Cross-verify sensor data with 

other means when possible (e.g., if a strain sensor suggests a problem, an additional visual 

inspection or NDT test can confirm; if an AI flags a water main leak, compare with flow meter 

data). 

2.4 Example — Bridge Temperature Effects 

Imagine an instrumented steel bridge that is fine in summer but in winter, all strain readings shift by 

approximately 50 microstrain due to thermal contraction of the steel, with the direction of the shift 

depending on gauge orientation and restraint conditions. For a restrained member, contraction can induce 

tensile stress and a positive strain reading; for a free-to-move member, the gauge will read a negative 

(compressive) thermal strain. Engineers must account for the specific boundary conditions when 

interpreting these shifts. A simplistic anomaly detector might flag this as trouble. But a savvy engineer 

would have expected this and either adjusts thresholds seasonally or incorporates temperature into the 

anomaly logic. Indeed, some SHM systems include regression models that subtract out temperature-induced 

strain to isolate true structural changes. The lesson: knowledge of material behavior under environmental 

conditions must inform data interpretation; AI models should be fed high-quality, corrected data or taught 

the environmental patterns. 

2.5 Example — Pavement Sensor Noise 

A city deploys vibration sensors on lampposts along a roadway to indirectly gauge pavement condition. 

Initially, data spikes every morning at 7:30 AM — an anomaly? It turns out to be a garbage truck hitting a 

manhole cover routinely at that time, not the pavement failing. By filtering out known transient events or 

using pattern recognition to classify that event separately, the data becomes more meaningful. Good data 

practice involves iterating: identify unusual signals, trace their cause, and account for them (perhaps 

exclude that time period daily or treat it as normal in the model). Document these findings to continuously 

improve data reliability — aligning with the continuous improvement mindset of ISO 9001. 
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Module 2 Summary: High-quality, well-understood data is the foundation of successful AI in SHM. PEs 

must ensure sensors are reliable, data is filtered and contextualized, and uncertainty in data is recognized. 

This diligence prevents spurious AI alarms and ensures that when an AI does flag something, it is more 

likely to represent a real condition. 
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Module 3: Feature Extraction & Anomaly Detection Techniques 

Once data is collected and preprocessed, it must be fed to AI algorithms in a meaningful way. Feature 

extraction transforms raw sensor readings into informative parameters indicative of structural health. 

Anomaly detection algorithms then identify unusual patterns in those features that could signal damage. 

This module covers simple rule-based thresholds, unsupervised learning for anomalies, and basic 

supervised approaches, with examples across all asset categories. 

3.1 Feature Extraction Basics 

• Time-domain features: For vibration or strain signals, statistical features like mean, peak, standard 

deviation, and root-mean-square (RMS) are common. For example, the RMS acceleration on a 

bridge deck during normal traffic is stable around 0.2 g; if one day it is 0.5 g, something has 

changed. Counts (like the number of times strain exceeded a threshold per hour) can indicate 

unusual stress cycles, potentially pointing to fatigue issues. 

• Frequency-domain features: Using Fourier Transform (FFT) on vibration signals reveals the 

structure's natural frequencies. Changes in these frequencies can indicate damage (stiffness loss 

leads to lower frequencies). For example, a simply-supported bridge might have a dominant 

frequency at 5 Hz — if over months it drops to 4.8 Hz, that slight shift might signal some stiffness 

reduction (possible cracking or support settlement). Modal shapes can also serve as features, though 

they require more complex processing (Operational Modal Analysis). 

• Time-frequency features: Tools like Wavelet transforms help capture transient or localized features 

(a sudden impact or acoustic event). These can be tuned to pick up events like a crack's "sound" or 

an impact from a falling object. 

• Image features: For visual data (crack images on a bridge or pavement), features might include 

crack length, width, area, and orientation (extracted via image processing algorithms), or more 

abstract features from deep learning (CNNs learn patterns of texture indicative of corrosion or 

spalling). 
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Examples of Feature Extraction by Asset Type 

• Bridges: A set of features might include the first three natural frequencies, damping ratios, and the 

distribution of strain peaks over a day. If a bridge is instrumented with dozens of sensors, Principal 

Component Analysis (PCA) can compress many correlated sensor signals into a few uncorrelated 

principal components that capture the majority of the structural response behavior. 

• Buildings: Sway characteristics (period of building sway), inter-story drift ratio, or acceleration 

RMS per floor can be features. For earthquake-prone buildings, a feature might be the ratio of high-

frequency to low-frequency energy in the seismic response, which can increase when the structure 

cracks or yields. 

• Pavements: Imaging features are key. Perhaps a trained deep learning model outputs a pavement 

condition index or a probability of severe cracking from each image. The International Roughness 

Index (IRI) is a key pavement quality feature that can be estimated from vehicle-mounted 

accelerometer data to quantify ride quality. Note that certified IRI measurement for official 

reporting requires a calibrated inertial profilometer in accordance with ASTM E950 or an 

equivalent standard; the accelerometer-based estimate is suitable for trend monitoring but should 

not be reported as a certified IRI value. 

• Water/Wastewater: Acoustic signal features such as the frequency content of pipeline noise (a 

continuous leak often emits a distinct high-frequency tone). Pressure drop magnitude after a pump 

stops is another feature — a larger-than-normal drop might indicate a breach. 
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3.2 Anomaly Detection Methods 

Anomaly detection aims to automatically identify data patterns that deviate from normal, possibly 

indicating damage or faults. Two broad categories: 

• Rule-based thresholds: The simplest approach — engineers set thresholds for features beyond 

which an alarm triggers. This could be based on codes, past data, or engineering judgment. Pros: 

transparent, easy to justify. Cons: doesn't adapt well to subtle or complex changes, might need 

manual tuning per sensor. This approach aligns with FMEA-style thinking — identify a failure 

indicator and set a trigger to mitigate risk. 

• Unsupervised Learning Anomaly Detection: These methods learn the "normal" pattern without 

needing examples of damage (which might be rare). Types include: 

◦ Statistical baseline models: Build a baseline model (like assuming features follow a 

multivariate normal distribution) and flag points that fall outside a confidence interval. 

◦ Clustering: e.g., K-means cluster on multi-sensor data — if a new data point doesn't fit any 

cluster well, it is considered anomalous. 

◦ One-Class SVM or Isolation Forest: These algorithms explicitly train on normal data only to 

detect outliers. They assign an "anomaly score" to new data. In practice, a threshold on this 

score determines alerts. 

◦ Autoencoders (Neural nets): An autoencoder learns to compress and reconstruct input data. If 

it reconstructs poorly (high error), that input is unlike what it has seen — an anomaly. 

• Supervised Learning for Damage Identification: When labeled examples of faults are available 

(often from simulations or lab experiments, since real failures are few), one can train models to 

classify specific damage types or severities. Supervised models can directly output what kind of 

damage or an estimate of severity, but they rely on having representative training data, which is a 

challenge for unique structures. 

3.3 Balancing False Alarms & Misses 

A key part of using anomaly detection is tuning sensitivity. False positive (false alarm) vs. false negative 

(missed detection) is a trade-off: catch all real issues (minimize false negatives) but avoid too many false 

alarms (excessive inspections and "crying wolf"). The balance can be controlled by adjusting thresholds. 

• For life-safety critical structures (e.g., a bridge over a canyon), the engineer may tolerate more false 

alarms to ensure no warning signs are missed. 

• For less critical or easily inspectable assets (a small footbridge in a park), the threshold may be 

tuned to reduce false alarms, to avoid wasting inspection resources, as long as risk is low. 

• Performance metrics like precision and recall (discussed in Module 4) help quantitatively manage 

this trade-off. Often a ROC curve is used to pick a threshold that offers a good compromise (e.g., 

90% detection rate with 5% false alarm rate). 
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3.4 Examples of Anomaly Detection 

• A medium-span highway bridge (Unsupervised): A control chart on modal frequency is 

maintained: baseline frequency ~2.0 Hz with small variation, control limits at ±0.05 Hz. One day 

the frequency is 1.85 Hz — outside the limit — triggering an anomaly alert. Engineers investigate 

and find a loosened bolt in a bracing. This illustrates how a small shift can prompt maintenance. 

• Building (Supervised): A building in a seismic zone is instrumented. After a moderate earthquake, 

an AI model compares recorded accelerations to its trained classifier for damage states (based on 

structural simulations: "no damage", "minor", "moderate", "heavy"). It predicts "moderate damage 

likely." Engineers use that to prioritize inspecting this building before others and find cracking in 

some braces — confirming the AI's assessment. 

• Pavement (Supervised — Computer Vision): The city's automated road survey images are fed to a 

crack detection algorithm that classifies and measures cracks. Each road segment is assigned a 

condition score by the model. If a segment drops below a threshold score (indicating very poor 

condition), it is flagged as needing immediate maintenance. 

• Water Pipeline (Unsupervised): A water distribution AI monitors pressure at various points. 

Normally, nighttime pressure is stable around 50 psi. If at 2 AM one zone's pressure steadily falls 

to 30 psi and neighboring zones show subtle pressure disturbances, the anomaly detector raises an 

alert for a probable leak. Crews are dispatched and indeed find a leak. 

 

 

 

Module 3 Summary: By extracting the right features and applying appropriate anomaly detection, AI can 

serve as an ever-vigilant monitor for our infrastructure. Engineers must set these systems up with care — 

selecting meaningful features using engineering knowledge and tuning thresholds to achieve a sensible 

balance of sensitivity vs. noise. That human calibration ensures the AI's flags truly add value to 

maintenance efforts. 
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Module 4: Model Validation & Performance Metrics 

If an AI model is deployed to assist in critical decisions, it must be validated and its performance 

understood. This module covers how to validate AI models in SHM and interpret key performance metrics. 

Topics include testing with historical data or simulations, the significance of metrics like accuracy, 

precision, recall, F1-score, ROC-AUC, and special considerations like imbalanced data and varying 

conditions. 

4.1 Model Validation Approaches 

• Train/Test Split: Partition data into training and testing sets to ensure a model generalizes. In SHM, 

truly independent test data might be scarce (especially for damage cases). If possible, hold back 

some portion of data to test the model, or use cross-validation. For example, if 5 years of bridge 

data with one known incident exist, train on years 1–3 and test on year 4 to see if the model would 

have caught the incident. 

• Simulated Data Testing: Engineers often must rely on simulations or controlled experiments to 

generate "damage data" for validation. Finite element models of a bridge can simulate how sensor 

signals change if a crack opens at a certain location. Feeding this synthetic data to the AI model 

tests if it detects the anomaly. Caution: simulation data might not capture all real-world variability, 

but it is a useful supplement. 

• Benchmark Against Inspections: For supervised models that predict damage states, compare their 

output to actual inspection results or expert assessments. If an AI says "severe damage" but 

inspectors found nothing, that is a false positive to address. If an AI consistently misses things 

inspectors find, it is under-sensitive. 

• Ongoing Monitoring & Update: Model validation does not stop at deployment. Continuous 

monitoring of performance (like tracking how many anomalies turned out real vs. false) is 

important. This ties into ISO 9001's idea of continuous improvement — use field feedback to tweak 

and improve the AI and the thresholds. 
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4.2 Key Performance Metrics in SHM AI 

For classification-like tasks (predicting damage or anomalies), standard ML metrics apply but should be 

interpreted in context: 

• Accuracy: % of correct predictions (= (TP+TN) / (TP+TN+FP+FN)). Be careful: if anomalies are 

extremely rare, a model that says "no issue" always could be 99% accurate by volume, but 

completely useless. Accuracy alone is insufficient in imbalanced scenarios, which SHM often is 

(lots of healthy data, few damage cases). 

• Precision: When the model says "damage or anomaly," how often is it right? High precision means 

few false alarms. For example, if out of 10 flagged bridges only 2 had real issues, precision is 20% 

— poor (lots of false alarms). We aim to maximize precision to avoid wasting effort, but not at the 

cost of missing issues. 

• Recall (Sensitivity): Of all real issues, what fraction did the model catch? High recall means few 

false negatives. For example, if 10 bridges had a problem and the model caught 9, recall = 90%. In 

safety contexts, recall should be very high; missing a problem (false negative) could be dangerous. 

• Specificity: The fraction of normal cases correctly identified as normal (1 minus false positive rate). 

High specificity means the model rarely cries wolf. There is an inherent trade-off: pushing recall 

high typically reduces specificity (more false alarms) and vice versa. 

• F1-Score: The harmonic mean of precision and recall. It is a single metric balancing false positives 

and negatives. A model with F1 = 0.9 is doing quite well on both fronts. 

• ROC Curve & AUC: If the model outputs a continuous score (like an anomaly score or probability), 

the threshold can be varied and the ROC (receiver operating characteristic) curve plotted. AUC 

(area under curve) gives overall discrimination ability (1.0 is perfect, 0.5 is random guess). A robust 

anomaly detector might have an AUC of 0.95 on test cases, indicating strong separation of normal 

vs. abnormal. 

4.3 Considerations for SHM Model Testing 

• Imbalanced Data: Structural failures are rare, so models can be skewed. Techniques like 

oversampling (more of the few damage cases) or anomaly detection (which doesn't need negatives) 

circumvent needing large balanced datasets. Be mindful that metrics like accuracy become 

meaningless if 99.9% of data is healthy — always look at recall and precision in those cases. 

• Environmental Variation in Validation: Test the model across different environmental conditions 

to ensure it doesn't overfit to one scenario. A robust model should handle both hot and cold day 

data for the same structure, or if not, incorporate environment as an input or have season-specific 

baselines. 

• Fail-Safe Behavior: Consider what the model does when encountering something completely out 

of bounds (e.g., sensor failure causing random output). Incorporating checks for sensor health or 

model input validity is part of validation. 

• Human Review in Validation Loop: Especially early in deployment, treat the AI as a junior 

engineer: check its work. Every flagged event should be reviewed by an engineer to confirm if it is 

likely real or not. Over time, if trust is built that 95% of flags correspond to something real, one 

might streamline the process — but continuing periodic audits is wise, in line with quality 

management practices. 
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4.4 Validation Example — Bridge Joint Condition Classification 

Consider a supervised model that classifies bridge joint conditions (good/fair/poor) from vibration data: 

• 50 labeled examples from past inspections: 30 good, 15 fair, 5 poor (fair and poor might be 

simulated data from intentionally loosened joints). The dataset is split into 40 training examples 

and 10 test examples, with the split stratified by class — 25 good, 12 fair, and 3 poor in training; 5 

good, 3 fair, and 2 poor in testing. 

• The model is tested on 10 withheld examples. Suppose results: it correctly classifies 8 of 10. Among 

the 2 errors: it said "fair" for a "poor" (false negative) and said "poor" for a "fair" (false positive). 

• The model's accuracy on test = 80%. Precision for "poor" class = 3/4 = 75% (it predicted 4 poor, 

of which 3 were truly poor). Recall for "poor" = 3/5 = 60%. This indicates it missed some actual 

poor cases (a safety concern). 

• The engineers might refine the model (more training data or different features) to improve recall, 

because missing a poor joint is risky. They might also decide to always double-check any "fair" 

classification with a marginal score, in case it is actually poor. 

 

 

Module 4 Summary: Validating AI models ensures they are reliable aids in practice. PEs should be familiar 

with metrics like precision and recall to avoid being misled by raw accuracy. Always ask: how often could 

this model fail, and in what way? Then improve or set safeguards accordingly. This quantification of 

performance and continuous validation ties into professional diligence and quality assurance. 
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Module 5: Risk Ranking and Prioritization 

Not all flagged issues are equally urgent. Limited maintenance funds must sometimes be allocated to the 

most critical needs. This module explains how to integrate AI findings into a risk-based prioritization 

framework covering Risk = Likelihood × Consequence concepts, risk matrix approach, and FMEA. 

5.1 Risk Basics — Likelihood and Consequence 

• Likelihood (or Probability) of failure: How likely is a failure or serious defect in a given time 

frame? If using AI outputs, this might come from an anomaly severity or a predicted condition 

rating. 

• Consequence of failure: What would happen if that asset failed (safety impacts, service disruption, 

cost)? This often is predetermined by asset criticality (e.g., a highway bridge on an interstate vs. a 

pedestrian bridge, or a 36" water main feeding a city vs. a 6" feeder line). 

• Risk score: Sometimes simply the product (likelihood × consequence), or a matrix classification 

(e.g., High, Medium, Low risk categories). A high-probability, high-consequence scenario is the 

highest risk. 

5.2 Using AI to Inform Likelihood (Probability) 

AI can update the notion of "likelihood of failure/damage" more dynamically than a static health index. For 

example: 

• A bridge with an anomaly or a very poor AI-predicted condition might be considered much more 

likely to have a problem soon than one that is quiet and normal. 

• A pavement segment that image analysis deems as "severe cracking developed recently" has higher 

near-term failure probability than one in stable condition. 

• A water pipeline section where leak-detection AI indicates a probable leak has a higher chance of 

a break if not fixed (a leaking pipe tends to worsen). 

5.3 Consequence (Criticality) Factors 

Consequence is often established by asset owners through criticality analysis. Common factors: 

• Safety impact: If the asset fails, potential for injury or loss of life (bridges, occupied buildings, 

large pipelines have high safety consequences). 

• Service impact: A failed highway bridge could sever transport routes; a failed pipeline could cut 

off water supply to thousands. 

• Economic impact: Cost of failure in terms of direct damage and indirect losses (e.g., supply chain 

disruptions, traffic delay costs). 

• Environmental impact: Particularly for water/wastewater — a sewer main failure could cause 

contamination; high consequence for the environment. 

• Recovery time: Some assets can be fixed quickly if they fail (limiting consequence); others take 

long to restore. 
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5.4 Prioritization Framework (Risk Matrix) 

A risk matrix is a table with likelihood on one axis and consequence on the other. Each asset or issue is 

placed into the matrix. Likelihood could be qualitative (Rare, Unlikely, Possible, Likely, Almost Certain) 

or numerical (probability ranges). AI might help upgrade an asset from "Unlikely" to "Possible" if it sees 

issues. Consequence ranges from Insignificant to Catastrophic. Matrix cells are often color-coded: green 

(low risk), yellow/orange (medium), red (high risk). 

5.5 Example Risk Rankings by Asset Type 

• Bridges: Suppose a state DOT's AI monitoring indicates two bridges with anomalies. Bridge A is 

a small rural bridge (consequence low) but anomaly very concerning (likelihood high). Bridge B is 

a large urban viaduct (consequence high) with a mild anomaly (likelihood low). A risk matrix might 

rate both as medium-high risk in different ways. In a simple numeric way, if each is scored out of 

5: Bridge A (likelihood 5 × consequence 2 = 10), Bridge B (likelihood 2 × consequence 5 = 10) — 

equal risk score. Professional judgment overlays the pure multiplication: Bridge B might be 

prioritized first because its potential worst-case is catastrophic. 

• Buildings: A school district monitors an old auditorium building (consequence high because of 

occupancy) and a storage shed (consequence low). If both show some structural distress, the 

auditorium's issue is prioritized due to life safety. 

• Pavements: AI indicates newly developing potholes on a high-speed arterial road (lots of traffic, 

high consequence for vehicle damage and accidents if left unrepaired) as well as some moderate 

cracking on a low-traffic street. The arterial's issues get bumped to the top of the filling schedule. 

• Water/Wastewater: A utility finds via AI anomaly that a large transmission main (feeding hospitals 

and critical customers) might be leaking — risk is high, and they mobilize a leak detection crew 

immediately. Meanwhile, anomalies on a small distribution line might be scheduled for 

investigation in coming weeks if resources are busy. 
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5.6 FMEA-Style Analysis 

FMEA (Failure Modes and Effects Analysis) involves listing potential failure modes for an asset or 

component, and scoring each for Severity (S), Occurrence (O), and Detection (D). A Risk Priority Number 

(RPN) = S × O × D can then be computed to rank failure modes. Example for a pump station 

(mechanical/electrical system): 

 

Asset/Component Failure Mode Cause (Example) S (1-10) O (1-10) D (1-10) RPN 

Pump discharge pipe Pipe rupture Corrosion, pressure 9 (High) 3 (Occasional) 7 (Moderate-

high 

difficulty to 

detect) 

186 

Pump motor (electric) Bearing failure Fatigue/wear 6 (Moderate) 4 (Possible) 4 (Some 

monitoring 

in place) 

96 

Control panel 

(electrical) 
Power surge 

damage 
Lightning, grid 

surge 
5 (Moderate) 2 (Rare) 2 (Easier to 

detect — 

surge 

protection in 

place) 

20 

 

In infrastructure SHM context, one might adapt FMEA to structural components. Thinking through severity 

and likelihood systematically like FMEA is helpful. It ensures we consider detectability — which is where 

AI and sensors come in (in the table above, detection ratings are better if monitoring is in place). A high 

detection score (meaning we have poor means to detect a failure before it occurs) suggests we need to 

improve monitoring or be more conservative in planning maintenance. 

 

Module 5 Summary: By pairing AI's ability to gauge likelihood of issues with the engineer's knowledge of 

consequences, we get a balanced risk perspective. This ensures that urgent situations are not lost in a sea 

of data and that limited resources (inspection crews and repair dollars) are used where they reduce overall 

risk the most. 
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Module 6: Integrating AI into Maintenance & Rehabilitation Workflows 

AI insights have no value if they don't lead to action. This module describes how to integrate AI outputs 

(anomaly alerts or condition scores) into existing inspection, maintenance, and capital planning workflows. 

The focus is on ensuring these new tools bolster established processes like scheduled inspections, work 

orders, and project planning rather than existing in a vacuum. 

6.1 Establishing Response Protocols 

Every AI detection or prediction should map to an explicit action or decision in the workflow. Best 

practices: 

• Alerting and Triage: Determine how AI alerts will be delivered (email, dashboard, automated 

maintenance system entry). Example: A DOT's SHM system could automatically generate a 

maintenance ticket when an anomaly is flagged on a bridge, tagging it for engineer review. 

• Roles and Responsibilities: Assign who reviews and who acts. Perhaps the bridge maintenance 

engineer reviews SHM alerts daily; the building facility manager reviews building sensor alerts 

weekly unless critical; the water distribution supervisor gets immediate SMS for high-risk pipeline 

anomalies. 

• Criticality-based Response Time: Define timeframes for response by risk level. A high-risk alert 

might require action within 24 hours (inspection or load restriction); medium risk within a week; 

low risk can be monitored until next scheduled check. 

• AI in CMMS: Many organizations have a Computerized Maintenance Management System 

(CMMS) or asset management software. Integrating AI outputs into those systems ensures nothing 

falls through the cracks. For instance, if a pavement AI flags a road segment, it could automatically 

update that segment's condition in the pavement management system and trigger re-prioritization 

of the resurfacing list. 

6.2 Human-in-the-Loop Implementation 

• Engineer Verification: Treat AI alerts as recommendations that must be confirmed. Example: an 

AI says "Building X likely has damage in a shear wall." The structural engineer reviews the data, 

perhaps cross-checks with any other information (like recent events, or a quick site visit), and then 

either concurs and acts (orders detailed inspection/repair) or dismisses the alert if clearly spurious. 

• Avoid Automation Bias: Document that the engineer actively reviews AI recommendations rather 

than rubber-stamping. This ensures the engineer's judgment is actually applied. 

• Gradual Trust-building: Over time, if an AI system proves itself (almost all alerts were valid and 

some things were caught that would have otherwise been missed), an organization might streamline 

the process. But even then, an engineer's oversight remains and periodic spot-checks are done. 
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6.3 Example — Bridge Inspection Integration 

A state DOT uses a combination of manual biennial inspections and AI-based SHM on some bridges: 

• The SHM system continuously analyzes sensor data. If an anomaly is detected above threshold, the 

system sends an email to the Bridge Maintenance Team and automatically logs an "Alert" entry in 

the bridge's digital record. 

• The team's procedure says: for any Alert, perform a field inspection within 48 hours. An inspector 

is dispatched. 

• The inspector checks the areas indicated (e.g., "south pier strain gauge anomaly"). Suppose the 

inspector finds a new crack. They document it in the bridge inspection report and schedule a repair 

or monitor it as needed. 

• If the inspector finds nothing conclusive, they document that too. The team might then adjust the 

system's threshold or investigate if the sensor is malfunctioning. 

• In either case, the resolution is recorded — creating a closed-loop integration where each AI alert 

becomes part of the maintenance record and provides feedback to improve the AI. 

6.4 Example — Mechanical Equipment Monitoring 

A municipal water treatment plant has pumps with a SCADA system and sensor data. A mechanical 

engineer sets up an AI to monitor pump vibration and motor electrical signatures to predict failures: 

• If signs of bearing wear or motor issues are detected (e.g., increasing vibration at certain 

frequencies), the AI generates a maintenance work order suggestion: "Pump #3: possible bearing 

wear — inspect within 1 week." 

• The maintenance supervisor receives this suggestion via the existing work order system and 

schedules a downtime period to inspect Pump #3, confirming bearing wear and replacing it during 

planned downtime (thus avoiding an unplanned failure). 

• The AI's prediction is validated by the discovered issue, building trust. The event is recorded, and 

the AI model might retrain with new data to further refine prediction accuracy. 
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6.5 Embedding in Capital Planning 

• Trend-based Decision: If a bridge's sensors show a clear trend of degradation (e.g., increasing 

deflections each year), an AI might forecast when a threshold will be hit. The bridge managers can 

incorporate that forecast into the capital plan, scheduling a major rehabilitation before things get 

critical. 

• Prioritizing Projects: A city might use its continuous pavement survey data to update road 

conditions annually. That data drives which roads are repaved next year. If a certain road 

unexpectedly deteriorates faster (AI spots rapid crack expansion), it might jump ahead in the plan, 

and another road that stayed in good shape can be deferred. 

• Budget Justification: Engineers can use AI-collected evidence to justify budget requests. For 

example, "Our SHM system flagged critical issues on 5 bridges. These require immediate repairs 

— here is the data showing their risk — thus we request emergency funding of $X." The backing 

data (with charts of anomalies) can strengthen the case to stakeholders or oversight boards. 

 

 

 

Module 6 Summary: Integrating AI effectively ensures that data and predictions lead to real-world benefits 

— safer structures, fewer failures, and optimized spending. PEs must set up clear protocols, integrate with 

existing maintenance systems, and maintain oversight. When done correctly, AI becomes a seamless part 

of asset management, like giving our infrastructure a continuous check-up, with the engineer always ready 

to interpret the results and prescribe treatment. 
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Module 7: Documentation, Standards, and Professional Accountability 

This final module ties everything together with a focus on documentation, compliance, and ethics. Topics 

include how to document AI-assisted decisions for auditability and professional responsibility, how using 

AI fits within ISO 9001's quality framework, and how to remain aligned with PE licensure requirements. 

7.1 Documentation & Recordkeeping 

When using AI in engineering practice, maintain documentation at each stage: 

• Sensor and Data Logs: Keep detailed logs of sensor calibrations, maintenance, and data anomalies. 

Maintain a file or database that records: sensor ID, calibration date, any downtime events, etc. This 

aligns with ISO 9001's concept of controlling monitoring and measuring resources. 

• Model Description & Settings: Document the AI model type, version, training data summary, and 

parameters or threshold values used. If using a commercial system, note version numbers and any 

custom settings. If in-house, keep the code versioned. Example: For a pipeline leak detection AI, 

note "Using Isolation Forest model on pressure drop features, threshold tuned to limit false alarm 

rate ~5% based on historical data." 

• Decisions and Actions: Every time an AI triggers something, document the outcome (similar to 

how one would document an inspection). Log: date/time, what the AI indicated, who responded, 

what they found, and what was done (repair scheduled or false alarm identified). This builds a case 

history. 

• Integration in QMS: If your organization has a Quality Management System (like ISO 9001 

certified), integrate AI procedures into it. Incorporate them into the operational procedures for 

maintenance. Internal audits can include verifying that AI alerts were handled per procedure. 

7.2 Compliance with Professional Standards 

• Ethics and Liability: According to NSPE and ASCE ethics opinions, if an AI tool made a mistake 

that led to an incident, the responsible engineer cannot deflect blame to the tool. Therefore, be 

appropriately conservative. Do not solely rely on an unproven algorithm to defer required 

inspections beyond code intervals (unless an authority has explicitly allowed it with evidence). 

• Seal & Sign: Any report or decision output must still be sealed/signed by a PE as needed. If an AI 

generates a "report," that report should be treated as an intermediate analysis — the final deliverable 

to clients/regulators remains under the PE's seal after their review and confirmation. 

• Standard of Care: If AI becomes common in practice, the standard of care might evolve (e.g., if all 

bridges similar to yours have SHM, not having it could be seen as falling behind). But currently, it 

is an enhancement. Always incorporate human review steps to ensure your work meets or exceeds 

the applicable standard of care. 
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7.3 Audit Readiness & Defensibility 

Imagine being questioned: "Why did you (or did you not) take action on this piece of information?" Good 

documentation allows you to answer confidently: 

• If a failure happened that was not caught by the AI, you should have records to show you did all 

prudent things: sensor in place, data was being monitored, thresholds were set based on best 

available knowledge, and any alerts (or lack thereof) were reasonable given the data. 

• If your AI flagged something and you took preventative action, those records demonstrate 

proactiveness and can protect you from claims of negligence. 

• In regulatory audits (for example, some states might audit bridge inspection programs), showing 

integration of continuous monitoring data can be a positive, as long as you are still meeting 

minimum requirements. With proper documentation, you can even request regulatory flexibility 

(like extended inspection intervals) using your data as justification, subject to approval. 

7.4 ISO 9001 and Continuous Improvement 

Consider how AI fits into the Plan-Do-Check-Act cycle: 

• Plan: Identify where AI could add value (risk areas where earlier detection helps). 

• Do: Implement sensor systems and AI models in a pilot or initial rollout. 

• Check: Monitor performance and outcomes (as covered in Module 4 and through documentation). 

Are we catching issues? Too many false alarms? Are repairs actually needed? 

• Act: Refine the process — adjust thresholds, retrain models with new data, improve sensor 

placement, etc. Also possibly scale up to more assets once proven. 

This iterative approach ensures that AI integration is continuously improving — increasing reliability and 

efficiency while holding safety paramount. Aligning with ISO 9001's emphasis on evidence-based decision 

making and risk management, the use of AI should be systematically managed rather than ad hoc. 

7.5 Course Review & Final Emphasis 

Throughout this course, two threads have been maintained: technical know-how (sensors, AI, algorithms, 

risk tools) and professional responsibility. The bottom line: these technologies, when used properly, can 

significantly enhance infrastructure safety and reliability. But they do not remove the engineer's 

fundamental duty to protect the public by applying informed judgment. PEs must champion both innovation 

and vigilance — embracing new tools like AI while ensuring they are ethically deployed, thoroughly tested, 

and well-documented. 
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Module 7 Summary: Diligent documentation and adherence to standards (ISO quality processes and 

professional ethics) are what make an AI-enhanced SHM program sustainable and defensible. Always be 

able to explain and support how you used AI: what data, what method, why that threshold, what you did 

with the information. That is the hallmark of responsible innovation in engineering. 
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